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Abstract: This paper proposes clarification and resolve Editor’s Notes for Solution#27. 
1. Discussion
This paper proposes clarification for the Solution#27 and resolve the following Editor’s Note:
Editor's note: How to enable the Security Integrity and Encryption protection for metadata over N6 is FFS.
Proposal#1: Differentiated Handling of Transporting level marking needs to be supported for both unencrypted and encrypted XRM traffics to avoid unfairness handling between unencrypted and encrypted XRM traffics.
Proposal#2: To support differentiated Handling for encrypted XRM traffic transport, the mechanisms for PDU Set Identification is needed. As such, Solution#27 is updated to cover different examples that use in band metadata over N6 for handling encrypted XRM traffic, e.g. using UDP Option (#Solution#11), or http datagram payload within QUIC datagram capsule (#Solution#26/#24). 
Proposal#3: To enable traffic differentiation based on transport layer marking for transporting encrypted XRM traffics, it needs to consider the XRM application logics for XRM packet prioritization. For example, when a XRM application using RTP over QUIC, the application logics for prioritizing a QUIC packet can be applied in different layers including: 
· in RTP layer which can be reflected in PDU Set Information included in RTP header extension and/or
· in QUIC layer which may be multiplexed in different QUIC session, e.g. IP flows, QUIC connections, or QUIC streams. Thus, the 5GC needs assistance information regarding the relative priority for a QUIC session. 
2. Proposal
It is proposed to resolve the above Editor’s note and capture the following changes in TR 23.700-70.
[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc161291436][bookmark: _Toc161291435]6.27	Solution #27: Differentiated Handling for Transporting Encrypted XRM traffics Using Metadata over N6
[bookmark: _Toc161291437]6.27.1	Key Issue mapping
This solution addresses Key Issue #2: "Support PDU Set information identification for end-to-end encrypted XRM traffic", Key Issue #3: "Leverage PDU Set QoS information for DSCP marking over N3/N9 in the transport network", and Key Issue #4: "Traffic detection and QoS flow mapping for multiplexed data flows".
[bookmark: _Toc161291438]6.27.2	Description
This solution proposes to enable differentiating handling for transport level marking for e2e encrypted XRM traffic using metadata over N6. 
The assumption of this solution is as follows:
-	The end-to-end encrypted XRM traffic uses RTP over QUIC, IETF draft-ietf-avtcore-rtp-over-quic [8].
-	The in-band metadata for the encrypted QUIC packet with encapsulated RTP packets is included in UDP Option in IETF draft-ietf-tsvwg-udp-options [21] as described in Solution#11/#27 or in http datagram payload based on IETF RFC 9297 as described in Solution#24/ Solution #26.
To enable traffic differentiation based on transport layer marking for transporting encrypted XRM traffics, it needs to consider the XRM application logics for XRM packet prioritization. For example, when a XRM application using RTP over QUIC, the application logics for prioritizing a QUIC packet can be applied in different layers including: 
· in RTP layer which can be reflected in PDU Set Information included in RTP header extension and/or
· in QUIC layer which may be multiplexed in different QUIC session, e.g. IP flows, QUIC connections, or QUIC streams. Thus, the 5GC needs assistance information regarding the relative priority for a QUIC session. 
As shown in Figure 6.27.2-1, the transport layer packet in the downlink communication path from XRM application using RoQ with metadata over N6, e.g. using included in UDP-Option or http datagram payload. The PSA UPF receives the downlink XRM traffic from AS over N6 interface, marks DSCP bits in outer IP header of a PDU within the QoS flow, and forwards the PDU, which IP payload encapsulates GTP-U packet with encrypted QUIC packet containing XRM traffics and unencrypted metadata, to NG-RAN. The transport layer routers can prioritize the downlink XRM traffic delivery based on DSCP bits marked in the outer IP header of the PDU.
When considering metadata over N6, the security integrity and encryption protection for metadata over N6 are varied depending on the metadata delivery mechanisms:
· For UDP-Option: a proper 3GPP mechanism to provide integrity/encryption protection for the metadata over N6 is required for untrusted domain. For some use cases, security protection parameters would need to be negotiated between the 5G core network and the application via AF request. This would potentially introduce latency and extra computation overhead. This is in SA3 domain.
· For http datagram payload: The http datagram payload carrying XRM traffic are encapsulated within the QUIC packet which is with embedded QUIC security protection based on TLS 1.3.
· 
Editor's note:	How to enable the Security Integrity and Encryption protection for metadata over N6 is FFS.



Figure 6.27.2-1: Diagram of transport level packet with encrypted XRM traffic from Application server
The principles of the solution are as follows:
-	The PSA UPF can perform the following:
-	detect an IP flow with encrypted XRM traffic, and identify a PDU Set PDU for downlink XRM traffic based on unencrypted metadata in UDP-Option for a corresponding QUIC packet (in user plane) and N4 session configuration including PDR, FAR, and QER.
-	mark DSCP bits in outer IP header of an identified PDU Set PDU for transport level DSCP marking, based on DSCP assistance information, in which the IP payload encapsulates QUIC packets with downlink XRM traffic received from the Application Server. For example, when PSA UPF receives the downlink XRM traffic information and DSCP assistance information from SMF in N4 message,
-	Based on a matched QSC-ID included in the extended packet filter set in PDR, the PSA UPF can identify a QUIC session by dissecting the UDP datagram to get the (unencrypted) metadata from UDP-Option.
-	Based on FAR with DSCP assistance information and QER with DSCP marking indicator, for the matched QUIC session based on PDR, the UPF marks the DSCP bit in the outer IP header of the identified PDU according to the priority value indicated in metadata.
-	perform PDU Set based handling by identifying a PDU Set based PDU based on RTP extension header or unencrypted metadata included in UDP-Option and marking in GTP-U header.
-	The (unencrypted) metadata over N6 contains information about the encrypted QUIC packet of the downlink XRM traffic, with the following information:
-	downlink QUIC session correlation (QSC-ID) which is generated per IP flow, QUIC connection and QUIC stream.
-	priority of the QUIC session which is unique for an XRM application, whereby the QUIC session may be associated to one IP flow with one QUIC connection or one IP flow with one QUIC stream within one QUIC connection.
-	downlink PDU Set Information contained in the RTP Extension header of RTP packets encapsulated in an encrypted QUIC packet.
-	SMF can determine the following DSCP assistance information by taking into consideration of operator’s policies, local configuration of PSI values for RTP based XRM traffics, and assistance information regarding relative priorities for the QUIC sessions and send it to the UPF(s):
-	For the unencrypted XRM traffic or encrypted XRM traffic with unencrypted metadata including PSI: mapping list for PDU Set Importance (PSI) value and DSCP value
-	For the encrypted XRM traffic and unencrypted metadata without PSI: mapping list for priority of the QUIC session and DSCP value, in which the priority of the QUIC session is indicated in metadata.

-	N4 session configuration information is configured as follows:
-	determining PDR including extended packet filter with information of QUIC session correlation ID to handle encrypted XRM traffic based on unencrypted metadata. Accordingly, the UPF can detect PDU based on UDP datagram to get the unencrypted metadata from UDP-Option.
-	determining QER including DSCP marking indicator to enable/disable differentiated handling for transporting XRM traffic based on marking outer IP header with DSCP bits according to FAR.
-	determining FAR including DSCP assistance information for unencrypted XRM traffic and/or encrypted XRM traffic.
[bookmark: MCCTEMPBM_00000033]-	AF sends AF request message, e.g. Nnef_AFsessionWithQoS_Create request or Nnef_AFsessionWithQoS_Update request as defined in clause 4.15.6.6 of TS 23.502 [3], including the following information:
-	Traffic Description indicates IP flow information for the downlink XRM traffic, e.g. IP 5 tuples.
-	Protocol Description information which indicates the use of the transport layer protocol for the downlink XRM traffic, e.g. QUIC, QUIC+RTP (RTP over QUIC), RTP over UDP with UDP-Option, etc.
-	downlink QUIC session correlation ID (QSC-ID) which is generated based on one or more components of the traffic descriptions: IP flows (each is represented by an IP 5 tuples), QUIC connections, and QUIC streams, e.g. to be associated to a specific QoS requirement of an QoS flow.
-	priority of the QUIC session identified by the QSC-ID, which is unique within the XRM application, e.g. different QUIC sessions may be associated to QUIC connections in different IP flows, different QUIC connections in one IP flow, or different QUIC streams within one QUIC connection in one IP flow.
[bookmark: _Toc161291439]6.27.3	Procedures
[bookmark: MCCTEMPBM_00000034]The Nnef_AFsessionWithQoS_Create request or Nnef_AFsessionWithQoS_Update request as defined in clause 4.15.6.6 of TS 23.502 [3] can be enhanced accordingly.
[bookmark: _Toc161291440]6.27.4	Impacts on services, entities and interfaces
Editor's note:	This clause captures impacts on existing 3GPP nodes, protocols and functional elements.
AF:
-	Provides Protocol Description regarding metadata with PDU Set Information over N6 protocol, e.g. using UDP-Option or HTTP datagrams payload, within Nnef_AFsessionWithQoS_Create request.
-	Provides assistance information about priority and associated QUIC session (identified by correlated QUIC session ID) for PDU Set identification and differentiated handling for transport traffic within Nnef_AFsessionWithQoS_Create request.
PCF:
-	Receives the Protocol Description and the assistance information from the AF.
-	Generates PCC rules for PDU Set Identification and Differentiated handling for transport traffic.
SMF:
-	Generates mapping list of the priority and DSCP values by taking into consideration of operator policies, PSI settings for XRM traffic, and assistance information about priorities for QUIC sessions.
- 	Sends N4 rules to the UPF including PDRs, QERs and FARS with PDU Set identification and marking indication and DSCP assistance information.
UPF:
-	activate PDU Set Identification for encrypted XRM traffic based on Protocol Description. 
- 	perform PDU Set Identification based on QUIC session ID indicated in the received metadata including PDU Set Information over N6, e.g. using UDP-Option with encapsulated QUIC packet or HTTP datagram payload coalesced with QUIC packets in the UDP tunnel.
-	enable differentiated handling for transporting encrypted XRM traffics for the identified PDU Set PDU based on the N4 rules with FAR including the DSCP assistance information.
-	send the QUIC packets to the NG-RAN with the PDU Set information marked in the GTP-U header extension.
* * * *End change * * * *
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